Audit Committee Meeting
Agenda
Date:

September 16, 2020

Time:

3:30 p.m.

Location:

Council Chambers - members participating remotely
Pages

1.

Declarations of Interest:

2.

Delegation(s):
Due to COVID-19 this meeting will be conducted virtually. Only the chair of the
meeting, along with a clerk and audio visual specialist, will be in council
chambers, with all other staff, members of council and delegations participating
in the meeting remotely. The meeting will be live webcasted, as usual, and
archived on the city website.
Requests to delegate to this virtual meeting can be made by completing the
online delegation registration form at www.burlington.ca/delegate or by
submitting a written request by email to the Clerks Department at
clerks@burlington.ca by noon the day before the meeting is to be held. All
requests to delegate must contain a copy of the delegate’s intended remarks
which will be circulated to all members of committee in advance as a backup
should any technology issues occur.
If you do not wish to delegate, but would like to submit feedback, please email
your comments to clerks@burlington.ca. Your comments will be circulated to
committee members in advance of the meeting and will be attached to the
minutes, forming part of the public record.

3.

Consent Items:
Reports of a routine nature, which are not expected to require discussion and/or
debate. Staff may not be in attendance to respond to queries on items
contained in the Consent Agenda.

4.

Regular Items:
4.1

External audit results for the external audit for 2019 (F-20-20)

4.2

Summary of audit results - corporate cloud computing management audit
(CA-05-20)

1-3
4 - 22

5.

4.3

Report recommending approval of the 2019 consolidated financial
statements as audited by Deloitte LLP (F-21-20)

4.4

Financial highlights as at June 30, 2020 (F-33-20)

Confidential Items:
Confidential reports may require a closed meeting in accordance with the
Municipal Act, 2001. Meeting attendees may be required to leave during the
discussion.

6.

Procedural Motions:

7.

Information Items:

8.

Staff Remarks:

9.

Committee Remarks:

10.

Adjournment:

23 - 138

139 - 148
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SUBJECT: External Audit Results for the external audit for 2019
TO:

Audit Committee

FROM:

Finance Department

Report Number: F-20-20
Wards Affected: not applicable
File Numbers: 430-04
Date to Committee: September 16, 2020
Date to Council: September 21, 2020

Recommendation:
Receive and file finance department report F-20-20 presenting information on the
external audit results for 2019.

PURPOSE:
The purpose of this report is to provide committee with information on the external audit
results for 2019

Background and Discussion:
The Audit Committee is responsible for the oversight of all audit matters including the
annual audit of the City and local boards’ financial statements.
To assist with this responsibility, the external auditors provide a communication to audit
committee. The communication will typically identify results of the external auditor’s
review of systems and internal controls to the extent considered necessary to make an
evaluation of systems and procedures in accordance with Canadian generally accepted
auditing standards.
Recommendations provided by the external auditors on internal control enhancements,
as they related to the audit, is one of the benefits of annual financial statement audits.
The auditors’ Management Letter provides committee with the auditors’ findings in their
review of internal controls that affect the audit. The auditors have provided one internal
control finding in their report for 2019.
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There were no management items identified in relation to the ITS operations audit.
Following is the audit item identified and management response:

User Access Review
Observation
During the testing of journal entries, it was noted two journal entries were posted by
users who should not have had posting access to the general ledger. Per discussion, it
was noted that these users’ access authority was likely inadvertently changed as a
result of the SAP upgrade and were undetected at the time. It was noted that both
journal entries were immaterial in dollar value. No other journal entries were posted by
these two users.
Implication
Although the journal entries identified were immaterial, the fact that these users had
posting access to the general ledger leads to a risk of inappropriate, material journal
entries being recorded without detection.
Recommendation
The auditors recommend that periodic review of user access, particularly in conjunction
with any systems upgrades or implementations to ensure post-implementation access
remains appropriate, be performed. At minimum, access authority should be reviewed
annually to ensure it remains appropriate and captures any changes in employee roles
and responsibilities.
Management response
Finance management has reviewed the recommendation and agrees that periodic
review of user access should be performed. As such, Finance staff will review user
access annually. User access will also be included in the test plans with future system
upgrades.

Financial Matters:
Not applicable

Conclusion:
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Results from the 2019 external audit are presented for Audit Committee’s information.
Representatives from the external audit firm Deloitte LLP will attend the committee
meeting to present their communication to the Audit Committee.

Respectfully submitted,

Sandy O’Reilly
Controller and Manager of Financial Services
X 76448

Report Approval:
All reports are reviewed and/or approved by Department Director, the Chief Financial
Officer and the Executive Director of Legal Services & Corporation Council. Final
approval is by the City Manager.
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SUBJECT: Summary of Audit Results - Corporate Cloud Computing
Management Audit
TO:

Audit Committee

FROM:

City Auditor's Office

Report Number: CA-05-20
Wards Affected: Not applicable
File Numbers: 430-03-ITS
Date to Committee: September 16, 2020
Date to Council: September 28, 2020

Recommendation:
Receive and file City Auditor’s report CA-05-20 providing summary of audit results –
Corporate Cloud Computing Management Audit in Appendix A.

PURPOSE:
Vision to Focus Alignment:


Deliver customer centric services with a focus on efficiency and technology
transformation

Background and Discussion:
The IT Corporate Strategy sets out a direction to pursue a technology modernization
agenda embracing the use of cloud computing with a corporate policy to ensure
appropriate due diligence is observed.
More specifically, the Adoption of Cloud Computing requires more due diligence to be
sustainable. There is a need to put in place processes to ensure due diligence steps
are completed to protect the City, stay compliant with privacy legislation and to ensure
ongoing sustainability. Roles and responsibilities regarding the support of Cloud
solutions must also be clearly defined. (City of Burlington Technology Strategy 2016,
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page 9). This audit reviewed the controls in place for Software as a Service (SaaS) and
Platform as a Service (PaaS) excluding SAP.
Strategy/process
Overall Audit Rating – FAIR (details of the overall audit ratings are located on page 15 of
Appendix A to this report).
Summary of Audit Findings & Severity (Measure of Residual Risk)

Category
Strategy
Implementation

Area of Focus
Governance

Risk Category

Risk
Severity

Performance & Responsibility

Medium

Performance & Responsibility

Medium

Capacity & Operational Process
Excellence

Medium

Risk Management

Medium

Process

Details of Audit Finding Severity Scale are located on page 15 of Appendix A to this report.
The audit report is as follows:
 Summary of Audit Results begins on page 2 of Appendix A to this report.
 Detailed Audit Report begins on page 4 of Appendix A to this report.
 Detailed Findings, Recommendations & Management Action Plans begin on page
7 of Appendix A to this report.
The findings and recommendations were discussed with the Chief Information Officer,
Managers of IT Infrastructure & Operations, Strategic IT Service Delivery, Business
Applications and Information Security on January 27, 2020. The final report was issued
on September 1, 2020 as of February 7, 2020. The delay in reporting is due to the COVID19 emergency response. Significant effort and focus of ITS management team was on
leadership and support for work from home technology and practices needed to continue
our ability to deliver services during the pandemic. Recently, the ITS management team
was able to resume their focus on the audit and provide their management responses.

Financial Matters:
City Auditor Involvement
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 Estimated audit hours for completion: 200 - 275 hours
 Actual hours required to complete: 65 hours
Estimated audit hours were based on general guidelines determined prior to the
decision to outsource to an external firm due to subject matter.
Total Financial Impact
External Vendors:
 KPMG - $28,137 including HST
Source of Funding
Office of the City Auditor operating budget.
Other Resource Impacts
This audit required direct interaction with a management and staff in various
departments (e.g. Finance, RPF, Recreation Services, etc.) for interviews and report
review.

Climate Implications
Not applicable.

Engagement Matters:
Not applicable.

Conclusion:
A Cloud Computing Policy and Framework have been designed to address key areas
that need to be considered to design controls over Cloud Computing. Awareness,
understanding and application of these guiding principles and defined requirements
were low among sampled cloud service users. Focus on formalizing, communicating
and monitoring of these activities to ensure controls are consistently implemented and
operating effectively is required.

Respectfully submitted,
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Sheila M. Jones, CIA, CRMA
Executive Director, Strategy, Risk & Accountability
905-335-7600 ext. 7872

Appendices:
A. CA-05-20 Appendix A – Corporate Cloud Computing Management Audit FINAL

Report Approval:
All reports are reviewed and/or approved by Department Director, the Chief Financial
Officer and the Executive Director of Legal Services & Corporation Council. Final
approval is by the City Manager.
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CA-05-20 Appendix A

This report has been prepared by KPMG LLP (“KPMG”) for the Corporation of the City of
Burlington (“the City”) pursuant to the terms of our engagement agreement with the City dated
November 18, 2019 (the “Engagement Agreement”). KPMG neither warrants nor represents that
the information contained in this report is accurate, complete, sufficient or appropriate for use by
any person or entity other than the City or for any purpose other than set out in the Engagement
Agreement. This report may not be relied upon by any person or entity other than the City, and
KPMG hereby expressly disclaims any and all responsibility or liability to any person or entity
other than the City in connection with their use of this report.

AUDIT INFORMATION
Audit Unit:

IT Service Support

Service:

Information Technology
Services

Distribution:

Christine Swenor, Chief
Information Officer, ITS
Randy Bennett, Manager, IT
Infrastructure & Operations

Date Issued: February 7, 2020
Author:

cc:

Sheila Jones and
KPMG LLP

Sef Ullah, Acting Manager,
Strategic IT Service Delivery

Wendy Hough, Manager,
Tim Commisso, City Manager
Business Applications
Laura Boyd, Executive Director
Human Resources
Ryan Parker, Manager,
Joan Ford, Chief Financial Officer
Information Security
Allan Magi, Executive Director, Environment,
Infrastructure, Community Services
Heather MacDonald, Executive Director,
Community Planning, Regulations & Mobility
Nancy Shea Nicol, Executive Director of
Services & Corporation Counsel
Kwab Ako-Adjei, Director, Corporate
Communications & Government Relations
Nick Anastasopoulos, Director of Building & By-law
Mary Battaglia, Director, Roads,
Parks & Forestry
Sue Connor, Director, Transit
Chris Glenn, Director, Recreation Services
Scott Hamilton, Interim Director, Capital Works
Karen Roche, Acting Fire Chief
Angela Morgan, Strategic Lead of Customer Experience
Kevin Arjoon, City Clerk & Director, Clerks
Jamie Tellier, Interim Director, Community Planning
Vito Tolone, Director, Transportation Services

February 2020
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CA-05-20 Appendix A
SUMMARY OF AUDIT RESULTS
Area of Focus

Audit Period
Cloud computing applications implemented, in use, and cancelled or decommissioned
during the period January 1, 2017 and September 30, 2019.
What is Working Well
 ITS management staff recognize the potential benefits cloud services can bring to the
City when risks are managed effectively.
 Cloud Computing Policy and Cloud Computing Framework have been released that
provide guidelines to City staff to identify appropriate controls, including security
standards and practices required of cloud vendors.
Findings by Severity
(See definitions on Page 15)
This chart lists the categories used in the audit and the number of high, medium or low risk findings

Category
Strategy

Area of Focus
Governance

Implementation Capacity & Operational
Excellence
Risk Management

Performance & Responsibility
Performance & Responsibility
Process

Risk
Severity
Medium
Medium
Medium

Process

Medium

Risk Category

Refer to Appendix 1 (page 7) for details of the audit findings and recommendations.
Overall Rating

Fair

(See definitions on Page 15)
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SUMMARY OF AUDIT RESULTS

Why?
A Cloud Computing Policy and Framework have been designed to address key areas that
need to be considered to design controls over Cloud Computing. Awareness,
understanding and application of these guiding principles and defined requirements were
low among sampled cloud service users. Formalizing, communicating and monitoring of
these activities to ensure controls are consistently implemented and operating effectively
are lacking.
Closing Comments
We thank management and staff of ITS, Communications, Transit, Environment &
Energy, Building & Bylaw, Finance and Customer Service in Recreation Services for the
cooperation and support extended to us during this audit.
Management Comments
In recognition of the continued growth of cloud services, IT services management
welcomed the opportunity to undertake an audit of the City’s cloud computing
environment.
The recommendations resulting from this audit will enhance the organization’s ability to
manage risks and will improve the overall effectiveness in the implementation and
sustainability of cloud-based solutions.
IT Services management is appreciative of the thorough and consultative approach taken
in conducting this audit.
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CA-05-20 Appendix A

DETAILED AUDIT REPORT
IT Services
IT Services provides professional consulting services by proactively assisting the
business with technology solutions that meet business objectives. Business relationship
management functions as an embedded business partner providing strategic advice and
direction on leveraging technology to enhance the business.
IT Services manages a large portfolio of projects varying in size and degree of complexity.
Corporate priorities are established by the Burlington Leadership Team and an annual IT
project work plan is approved by the corporate IT Steering Committee (ITSC). Work plan
adjustments are made throughout the year using a change management process which
is managed by the ITSC. IT Services works with customers throughout the life of a project,
defining needs, assisting with procurement, and often managing the implementation.
IT services deliver desktop hardware and software support, business application
management and support, security, training and general consulting. IT Services is also
responsible for managing the City’s data centres, network, internet access, email and
telephone system.
IT Services manages the life-cycle of all IT assets ensuring ongoing system reliability. IT
Services coordinates major upgrades, applies fixes, responds to requests for
improvements and provides general support to the user community.
The IT environment is extremely complex and consists of approximately 150 business
applications that are delivered through a combination of vendor hosted services and
internally delivered applications. IT Services manages contracts and relationships with
the IT vendors who supply the systems. A core set of six to 10 systems form the
foundation of the City's critical business systems and serve the needs of multiple service
areas. IT Services supports application integration to facilitate automated data transfer
between business systems.
IT Services staff support more than 1,300 user IDs and over 3,000 devices (including
PCs, phones, laptops and servers). IT Services manages all computer-related issues for
the City through a centralized service desk and responds to approximately 14,000
incidents and requests each year.
The City’s computer network extends to 43 facilities throughout Burlington. A secure
internet connection provides access to services outside the City’s network.
A comprehensive IT security program plans and implements policies and defenses
against IT security threats and vulnerabilities.
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DETAILED AUDIT REPORT

IT Corporate Strategy and Service Business Plan
The IT Corporate Strategy sets out a direction to pursue a technology modernization
agenda embracing the use of cloud computing with a corporate policy to ensure
appropriate due diligence is observed.
More specifically, the Adoption of Cloud Computing requires more due diligence to be
sustainable. There is a need to put in place processes to ensure due diligence steps are
completed to protect the City, stay compliant with privacy legislation and to ensure
ongoing sustainability. Roles and responsibilities regarding the support of Cloud solutions
must also be clearly defined. (City of Burlington Technology Strategy 2016, page 9).
The IT service business plans includes, within the anticipated risks section, the
challenges with “adoption of vendor hosted solutions: Vendor hosted solutions can help
us to be more nimble. However, these externally managed services require staff time to
sustain and increase operating costs. Sharing data between hosted systems is frequently
a requirement to avoid manual data entry and data duplication. However, facilitating data
sharing with hosted applications can be quite time consuming and complex to implement
and support. Vendor-hosted services will continue to be a practical option but must be
supported by a strong business case that include business benefits and the full cost to
sustain the solution.”
Cloud Computing Inventory
ITS maintains an inventory of applications hosted on premise and in the cloud. When
the inventory of cloud-based applications is merged with the cloud-based application
information obtained via survey (for the purposes of this audit), there are 93 known
cloud-based applications in use.
Internal Partnerships
IT Service has internal partnerships with every other service.
Audit Objectives
This audit was conducted to assess the design and operating effectiveness of controls in
place for Software as a Service (SaaS) and Platform as a Service (PaaS) excluding SAP
to assure:
 Compliance with operating policy and procedures (e.g. cloud computing,
procurement, privacy, etc.),
 Achievement of business objectives,
 Benefit realization and return on investment,
 Financial sustainability of application, and
 Business continuity.
Audit Scope
Specifically, the review looked on key processes and activities within the following focus
areas:
 Governance,
 Risk Management,
 Capacity and Operational Excellence,
 Vendor Management,
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DETAILED AUDIT REPORT






Data Portability,
Data and Privacy,
Access Management,
Regulatory Compliance, and
Incident Management.

The scope of the review specifically excluded:
 Applications defined as Infrastructure as a Service (IaaS)
 SAP as a Platform as a Service (PaaS),
 Areas of focus including:
o Architecture,
o Deployment readiness,
o Platform integration (the how),
o Core refresh, and
o Platform Interoperability.
Role of Management & Inherent Risk
Management is responsible for designing internal controls to lessen the risks in the
service or activity and to meet the following objectives:
 Safeguarding of assets (including reputation)
 Compliance with laws, regulations and corporate policies
 Reliability and integrity of financial and operational information
 Efficiency and effectiveness of operations.
This table contains the inherent risk and risk rating
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APPENDIX 1 – DETAILED FINDINGS, RECOMMENDATIONS &
MANAGEMENT ACTION PLANS

Audit Finding #1

Risk Category: Performance &
Responsibility

Severity: Medium

Strategy
Governance
What is happening?
The Cloud Computing Policy (“Cloud Policy”) and supporting Cloud Computing
Framework (“Framework”) have been developed that covers key aspects that need to
be considered to manage risks associated with the use of cloud services. The majority
of users interviewed were not aware of the Cloud Policy or Framework.
What is the impact?
 Risks may not be managed effectively, and controls are highly reliant on individuals’
knowledge and discretion, rather than a formalized consistent approach.
 Services are being used without reference to any of the aspects covered in the
Framework and are not registered with ITS as required.
 Non-compliance with internal policies and procedures.
 Increased risk of non-compliance with regulations since controls are informal.
 Enforcement of requirements and holding users accountable becomes more
difficult.
Recommendations:
Communication strategy should be developed and implemented that will serve to
improve initial awareness and that will reinforce simple and clear requirements
supported with the purpose they serve.
Management Action Plan – Audit Finding #1
Comments: Agree
Action Plan:
The existing cloud policy and framework will be updated and will be followed by the
development of a communication strategy with the goal of informing and educating
on the cloud policy and framework including details on:
 Purpose of the policy and framework
 Roles and responsibility
 How it will be monitored, managed, and enforced
Responsibility: Manager, IT Strategic Service Delivery
Target Date: Q1 2021
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APPENDIX 1 – DETAILED FINDINGS, RECOMMENDATIONS &
MANAGEMENT ACTION PLANS

Audit Finding #2

Risk Category: Process

Severity: Medium

Implementation
Capacity & Operational Excellence
What is happening?
Users obtain and use cloud services without registering the services as required with
ITS and without demonstrating their consideration of the requirements set out in the
Framework.
What is the impact?
 Duplication of effort in the support and management of risks of the same or similar
cloud services.
 Unnecessary risks are taken to use additional services, if there are already services
in use that have been vetted.
 Ability to respond to or assess the impact of security breaches for particular cloud
providers becomes very difficult, when it is not known which cloud services are in
use at the City and by whom.
 Increased risk of non-compliance with regulations since controls are dependent on
individual users, rather than a centrally managed and considered solution. For
example, a lack of compliance to data retention schedules, may lead to data
remaining indefinitely on cloud providers’ platforms if users do not delete it or leave
the City’s employment.
 Potential non-compliance to terms and conditions if service providers require
different subscriptions products when the number of users per corporation is
exceeded or for non-personal use.
 Users who did not register cloud services indicated that they only used these
services for public data. However, once the use of a service becomes common, its
use and type of data saved may expand to what was initially intended.
Recommendations:
 Enforce the requirement to have cloud services registered with ITS.
 Based on registered services, maintain an inventory of cloud services used. At a
minimum the inventory of registered services should indicate its use, the type of
data stored and the business owner.
 Review the cloud services offered periodically to identify opportunities to
consolidate services, identify where services provided internally do not meet users’
needs or where training in existing services are required.
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APPENDIX 1 – DETAILED FINDINGS, RECOMMENDATIONS &
MANAGEMENT ACTION PLANS
Management Action Plan – Audit Finding #2
Comments: Agree
Action Plan:
The following actions will be taken in response to the recommendation:
 A process for registering cloud applications will be implemented and will form
the basis for updating the existing application inventory.
 The application inventory will include but not be limited to a description of the
system, any confidential/private data stored, security assessments or PIA’s
performed, key contacts in IT Services and the business.
 The inventory will be shared with the business on an annual basis to confirm
the solution is still in use and the information on file is accurate
 Opportunities to consolidate cloud services may be considered within the
scope of larger software implementations and/or within regular planning
discussions between ITS and the business
 The inventory will form the basis for defining acceptable cloud applications
and will be published as such
Responsibility: Manager, Business Applications; Manager, IT Strategic Service
Delivery
Target Date: Q1 2021
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APPENDIX 1 – DETAILED FINDINGS, RECOMMENDATIONS &
MANAGEMENT ACTION PLANS

Audit Finding #3

Risk Category: Process

Severity: Medium

Implementation
Risk Management
What is happening?
The Framework covers key areas but does not suggest minimum requirements or
provide specifics to help business owners know what level of controls are effective.
For example, the framework suggests “the vendor has some redundancy” but to a
business owner it may not be clear what is required. Also, the Framework does not
provide for a process of dealing with areas that will not be addressed, for example
where the business may decide to accept a risk. Roles and responsibilities to ensure
that processes are in place are working are not defined.
What is the impact?
 The lack of a definition of what constitutes an effective level of control may lead to
inconsistent or weak control mechanisms. Risks may not be managed effectively.
Conversely, too much control and effort may be spent on services that pose little to
no risk.
Recommendations:
 A standardized risk assessment methodology should be created that includes a list
of typical risk factors and used to help identify the level of risk that needs to be
managed and help classify cloud services accordingly.
Risk factors could be
based on factors such as: the level of dependence on the services for business
critical processes, whether the service will be customer facing, the number of users
using the service, data classification or level of reliance on the data.
 As part of the defined risk methodology, prescribed minimum controls and
standards should be linked to risks. For example, if personally identifiable data is
present, a Privacy Impact Assessment must be conducted.
Management Action Plan – Audit Finding #3
Comments: Agree
Action Plan:
A risk assessment methodology will be developed and will be used to classify cloud
services. It will include relevant risk factors and will prescribe new controls to
mitigate the risks. Additional follow-up work including conducting Security and
Privacy Impact Assessments will require additional time and resources from IT
Services and the City Clerks Office.
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APPENDIX 1 – DETAILED FINDINGS, RECOMMENDATIONS &
MANAGEMENT ACTION PLANS
Management Action Plan – Audit Finding #3 (continued)
Responsibility: Manager, Information Security
Target Date: Q2 2021
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APPENDIX 1 – DETAILED FINDINGS, RECOMMENDATIONS &
MANAGEMENT ACTION PLANS

Audit Finding #4

Risk Category: Performance &
Responsibility

Severity: Medium

Strategy
Governance
What is happening?
The Framework provides guidance at a high level in terms of management of cloud
services. Specific monitoring activities to be performed on a periodic/ongoing are not
defined. For example, changes in terms and conditions, privacy statements
subsequent to the initial vetting process are not considered, nor are there prescribed
requirements for user access revalidations to be performed by business owners and
processes determined to modify/revoke access based on changing user roles within
the City.
What is the impact?
 Control activities may not be performed at all.
 When roles change, or individuals leave, activities previously performed may not
be continued, especially in areas where support responsibilities are shared
between business and ITS.
 If it is not known whether processes are working, actions cannot be taken to
improve processes or take corrective actions.
 Individuals are less likely to comply with policies and follow defined process when
it is known that no follow-up process in place.
Recommendations:
 Define prescribed cloud control activities and who needs to perform them for each
cloud service. Develop an application support model that includes specific process
areas such as user access management, vendor management, terms and
conditions, requests and incidents handling, and who is responsible for controls
review over the duration. The level of detail can be determined using the
classification system above, e.g. predefined activities.
 Monitoring controls are needed to determine whether the processes that are in
place are working and are effective.
 Enforcement of policies and procedures, mechanisms to follow-up and enforce.
Requirements should be clear, and it should also be clear that compliance is
enforced.
 Monitor and review existing applications that may evolve over time (e.g. where the
uses of the app are expanded, or where new information/data is introduced or linked
within the app) as changes may necessitate introduction of new or modification of
existing controls/practices.
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APPENDIX 1 – DETAILED FINDINGS, RECOMMENDATIONS &
MANAGEMENT ACTION PLANS

Management Action Plan – Audit Finding #4
Comments: Agree
Action Plan:
IT Services will develop and update existing application support models identifying
cloud control activities that need to be performed. The support models will initially
focus on cloud services that are classified as high risk followed by medium risk
services. The application support model will identify the specific responsibilities that
reside within the business and those that reside within IT Services for cloud control
activities that need to be performed. Given the number of cloud services in place
and the current operational workload in IT Services this work will take several months
and may require additional staff resources to maintain and enforce the operating
model and/or require assistance from 3rd party resources.
Addressing the recommendations in this finding will require new or updated
operational processes that will impact the responsibilities of both IT Services and
business staff.
Responsibility: Manager, Business Applications; Manager, Information Security
Target Date: Q4 2021
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APPENDIX 2 – ADDITIONAL OBSERVATIONS

Additional Observation #1
What is happening?
The Framework lacks integration of components with acceptable use and technology
security policies and does not define responsibilities of an IT security manager, nor are
all terms defined. Requirements for registration of new cloud services with ITS may
not be prominent enough in the Framework and Policy.
Recommendation
The Framework should be reviewed, and minor updates considered. References of
"value for money" should be reconsidered. Technology Acceptable Use and
Information Technology Security Policies should reference the Cloud Policy.
Alternatively, to simplify requirements and the number of policies, management should
consider adding cloud policy statements or requirements within other policies, such as
the Technology Acceptable Use.
The requirement of registering new services with ITS in the Cloud Computing Policy is
currently included in the Scope section. Specific requirements should be included as
part of the Policy Statement or a dedicated section.
Roles referenced in the Framework should be reviewed and additions made, such as
the role of IT security manager in the roles and responsibilities section. Links and
definitions should be updated, for example the reference to the guideline on page 5 of
the Cloud Policy. The definition of Personal Cloud Service should be completed on
page 13 of the Framework.
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LEGENDS & INTERNAL AUDIT STANDARDS
Rating
Excellent

Good

•
•
•
•
•
•
•
•

Fair

•
•
•
•

Weak

•
•
•
•
•
•

Overall Audit Ratings
Description
No internal control weaknesses noted.
Good adherence to laws, regulations, and policies.
Good control environment.
Operations are considered efficient and effective.
Several low and/or one or two medium findings.
Minor contraventions of policies and procedures
with compensating controls in place.
No violation of laws.
Minor opportunities for improvement in efficiency
and effectiveness.
Many medium findings and/or one or two high
findings.
Several contraventions to policy.
Minor violations of regulations/laws with minimal
impact to City.
Moderate opportunities for improvement in
efficiency and effectiveness.
Several high findings and some medium and/or low
findings
Controls weak in one or more areas.
Noncompliance with policies put the City at risk.
Violation of law/regulation put the City at risk.
Substantial opportunities for improvement.
Operations are considered consistently inefficient
and/or ineffective

Severity
High

•
•
•
•
•

Medium

•
•
•
•
•

Low

•
•
•
•
•

Audit Finding Severity Scale
Details
Residual risk is very high or high
Key control does not exist, is poorly designed or is
not operating as intended
Serious non-compliance to policy or regulation
May result in immediate or material loss/misuse of
assets, legal/regulatory action, material financial
statement misstatements, etc.
Indicates a serious business control
weakness/deficiency requiring immediate action
Residual risk is medium
Key controls are partially in place and/or are
operating only somewhat effectively
Some non-compliance to policy or regulation
May negatively affect the efficiency and
effectiveness of operations and/or financial
reporting accuracy.
Indicates a business control concern requiring
near-term action be taken
Residual risk is low to very low
Key controls are in place, but procedures and/or
operations could be enhanced.
Minor non-compliance to policy or regulation
May result in minor impact to operations.
Indicates a business control improvement
opportunity for which longer-term action may be
acceptable.

Audit Methodology
The audit was conducted in conformance with the International Standards for the Professional Practice of Internal Auditing. The City Auditor relied upon
interviews with and observation of key personnel, examination of information, data, and other documentary evidence and re-testing of controls.
Audit Conclusions
The conclusions reached in this report are based upon information available at the time. The overall conclusion is only applicable to the function/area of
this audit. It reflects the professional judgment of the Office of the City Auditor based on a comparison of situations as they existed at the time against
audit criteria as identified in the scope of the audit.
Reasonable Assurance
This conclusion is intended to provide reasonable assurance regarding internal controls. There are inherent limitations in any controls, including the
possibility of human error and the circumvention or overriding of controls. Accordingly, even effective controls may provide only reasonable assurance with
respect to City operations.
February 2020
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SUBJECT: Report recommending approval of the 2019 consolidated
financial statements as audited by Deloitte LLP.
TO:

Audit Committee

FROM:

Finance Department

Report Number: F-21-20
Wards Affected: All
File Numbers: 440-01
Date to Committee: September 16, 2020
Date to Council: September 28, 2020

Recommendation:
Approve the 2019 consolidated financial statements for the City of Burlington and the
local boards, as audited by Deloitte LLP;
Approve the 2019 financial statements for the trust funds of the City of Burlington as
audited by Deloitte LLP; and
Authorize the Chief Financial Officer to publish the statements on the City’s website.

PURPOSE:
Vision to Focus Alignment:


Deliver customer centric services with a focus on efficiency and technology
transformation

Background and Discussion:
We are pleased to submit the audited 2019 Consolidated Financial Statements for
City of Burlington for approval. Copies of the individual financial statements for
Burlington Public Library, Burlington Economic Development Corporation (BEDC),
Burlington Museums Board, Burlington Theatre Board, Burlington Downtown,
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Aldershot BIA and the Trust Funds are attached. A complete bound copy of the final
Consolidated Financial Statements will be distributed once approved.
The City’s financial statements are prepared in accordance with Canadian public sector
accounting standards for local government as recommended by the Public Sector
Accounting Board (PSAB) of the Chartered Professional Accountants of Canada. The
PSAB guidelines serve to assist the public in understanding and having confidence in
public sector accounting.
The statements have been audited by our auditors, Deloitte LLP, Chartered Accountants.
Representatives from Deloitte LLP are in attendance to express their opinion on whether
these statements present fairly the financial position of the City.
It is a requirement that the Audit Committee and Council approve the consolidated
financial statements for the City before they are published. This report presents an
overview of the financial statements.

The Statements presented include:
Consolidated statement of operations
Consolidated statement of changes in net financial assets
Consolidated statement of financial position
Consolidated statement of cash flow

Consolidated Statement of Financial Position
The Consolidated Statement of Financial Position presents the financial position of the
City as at December 31, 2019. The focus of this statement is to present the assets,
liabilities, and accumulated surplus of the City.
Highlights of this statement include;
Tangible Capital Assets
Tangible capital assets represent the City’s largest asset. The 2019 net book value
(NBV) of the City’s tangible capital assets is $872.2 million (2018 – $850 million). This
value represents the historical cost of the tangible capital assets and is presented net
of accumulated depreciation.
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The following chart details the asset categories and their respective NBVs for 2019
and 2018:
Category

2019 NBV

2018 NBV

$ Change

(in millions)

(in millions)

(in millions)

Land

170.8

163.6

7.2

Buildings

151.1

146.2

4.9

Vehicles

29.2

25.3

3.9

Machinery & Equipment

15.8

16.3

(0.5)

Land Improvements

62.1

57.4

4.7

424.2

411.3

12.9

19.0

29.9

(10.9)

872.2

850.0

22.2

Linear
Work in Progress
Total

The TCAs net book value represents the resources that the City can use in the future
to deliver services or that will be consumed during operations.

Obligatory reserve funds
Obligatory reserve fund balances are recorded as deferred revenue (liability) on the
City’s statement of financial position. This differs from the City’s policy where
allocation of the obligatory reserve funds to their capital projects is completed upon
approval of the capital budget. PSAB requires unspent funds be reported under this
method as provincial legislation restricts how the funds may be used. As the funds
are spent for their intended purposes they are recognized into revenue. The balance
for 2019 was ($70.7 million), 2018 ($74.1 million).

Long-term debt
Long term debt for 2019 decreased to $88.8 million from $95.7 million in the prior year.
Principal debt repayments totaled $14.6 million for 2019.
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The following chart presents net long-term debt over the past five years:

Long Term Debt
120.0
100.0

95.7
88.9

88.8

94.1

Millions

80.0

73.4

60.0
40.0
20.0
0.0
2019

2018

2017

2016

2015

Accumulated Surplus
The consolidated statement of financial position results in the accumulated surplus for
the City. The City’s accumulated surplus for 2019 was $1.06 billion an increase of
$43.1 million from 2018 $1.02 billion. The accumulated surplus represents the excess
of assets the City has that can be used to provide future services (please refer to Note
10 in the financial statements for a breakdown of this balance).

Consolidated Statement of Operations
The Consolidated Statement of Operations provides a summary of revenues and
expenses incurred through the period that are a combination of the current and capital
fund revenues and expenses that are not related to the acquisition or disposition of
tangible capital assets and the revenues of the discretionary reserve funds.
Annual surplus/(deficit) reported on this statement is the difference between revenues
and expenses for the year. Non-cash items such as amortization and contributed assets
are also included in this statement.
Of note in the revenue section of the report is the contribution of investment income to
the City’s total revenue. This includes capital gains of $2.7 million and investment income
attributed to reserve funds.
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The breakdown of the City’s revenue sources for 2019 and 2018 are detailed in the
following table:
Revenue Source

% of 2019 Revenue

% of 2018 Revenue

Taxation

58.5

58.2

User fees

14.6

16.3

Fine, penalties & interest

5.0

5.5

Grants (Federal & Provincial)

5.0

5.1

Developers

4.6

2.2

Other

4.3

3.2

Investments

3.4

4.8

Licenses & permits

2.5

2.7

Hydro dividends

1.7

2.0

Contributed tangible capital assets

0.4

0.0

Developer’s revenue increased from 2.2% of total revenues in 2018 to 4.6% of total
revenues in 2019. This increase is driven by the usage of development charges on
road projects throughout the City.
Expenditures are presented by functional area in the statement. The functional areas
are compared to departments as follows:
Functional Area

Department

General Government

Non-Divisional Departments, Corporate
Services

Protection to Persons and property

Fire, By-law enforcement, Animal Control

Transportation Services

RPF (excluding storm sewer management),
Transportation and Transit

Environmental Services

Storm sewer management

Health Services

Cemetery Operations

Recreation and Cultural Services

Parks and Recreation, Library, Museums,
Burlington Theatre Board

Planning and Development

City Building, Downtown BIA, Aldershot BIA
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Also added to expenses by functional category are amortization expense and post
employment benefit expense. Details by segments are presented in Note 12 of the
financial statements.
The breakdown of the City’s expenditures by function for 2019 and 2018 are detailed
in the following table:
Function

% of 2019 Expenses

% of 2018 Expenses

Transportation services

33.6

30.4

Recreation and cultural services

27.1

25.6

Protection to persons and property

20.5

20.2

General government

13.4

18.0

Planning and development

2.9

2.8

Environmental services

2.3

2.9

Health services

0.1

0.1

General government expenditures decreased from 18% of total expenses in 2018 to
13.4% of total expenses in 2019. This decrease was due to a contribution to the
Joseph Brant Hospital expansion project of $12.5 million in 2018.
Transportation services expenditures increased from 30.4% of total expenses in 2018
to 33.6% of total expenses in 2019. This increase is due to expanded support for
Transit operations as well road projects in which the City completed work on behalf of
other Municipalities or the Region. Offsetting revenues for these projects would be
recognized under 2019 revenues.
2019 Annual Surplus
Overall, the 2019 consolidated statement of operations resulted in a surplus of $43.1
million.
2019 Budget
Budget figures presented in the consolidated statements are based on the 2019
operating and capital budgets approved by Council. Amounts also include estimated
amortization that is reported to Council prior to budget approval. Note 15 in the
financial statements reconciles the approved budget figures reported in these
consolidated financial statements.
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Consolidated Statement of Changes in Net Financial Assets
The statement of change in net financial assets tracks the value the municipality has
acquired for total tangible capital assets, $59.3 million in 2019 and reports on loss on
disposal of tangible capital assets, ($0.2 million) in 2019. Overall, there is a net increase
in financial assets of $20 million recognized in 2019.

Consolidated Statement of Cash Flow
The consolidated statement of cash flow explains how the City financed its activities and
met its cash requirements, resulting in a change in cash and cash equivalents over the
reporting period. The cash and cash equivalents of the City increased by $0.8 million in
2019 to bring the total balance to $58.4 million, details of the increase are outlined below:
Increase to cash:
Cash received by operations

$69.0

Decrease to cash:
Cash from investing

(5.9)

Cash from financing

(4.3)

Acquisition and disposal of tangible capital assets

(58.0)
$0.8)

Notes to the Financial Statements
The Notes to the Financial Statements provide additional information to explain or
supplement the financial statements including disclosure of accounting policies and basis
of consolidation. The following summarizes some of the key information contained in the
Notes.
i)

Employee Future Benefits (Note 6)
Disclosed on the Consolidated Statement of Financial Position is the liability for
employee future benefits. Note 6 provides detailed explanations for liabilities
associated with the following; banked overtime, WSIB, vacation pay, retiree
benefits and life, medical and dental benefits.
Municipalities are not currently required to fund these liabilities. However, the City
does hold a reserve fund in the amount of $2.8 million (2018- $2.6 million) for post
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employment benefits, and in the amount of $6.7 million (2018 - $5.9 million) for
WSIB liability.
ii)

Burlington Enterprises Corporation (Note 11)
A significant component of the City’s accumulated surplus is the investment in
Burlington Enterprises Corporation (formerly Burlington Hydro Electric Inc.). Note
11 provides supplementary information on the consolidated statements of
Burlington Enterprises Corporation for the year ended December 31, 2019.

Financial Matters:
Not applicable.
Total Financial Impact
Not applicable.
Source of Funding
Not applicable.

Climate Implications
Not applicable.

Conclusion:
This report presents an overview of the 2019 Consolidated Financial Statements.

Respectfully submitted,

Michelle Moore
Coordinator of Financial Reporting
(905) 335-7600 ext. 7535

30

Page 9 of Report F-21-20

Appendices:
A. Consolidated Financial Statements of the City of Burlington (Draft)
B. Financial Statements of the Burlington Public Library Board (Final)
C. Financial Statements of the Museums Board (Draft)
D. Financial Statements of the Burlington Theatre Board (Final)
E. Financial Statements of the Burlington Economic Development Corporation
(Final)
F. Financial Statements of Burlington Downtown (Draft)
G. Financial Statements of Aldershot Village BIA (Draft)
H. The Trust Funds of the Corporation of the City of Burlington (Draft)
Report Approval:
All reports are reviewed and/or approved by Department Director, the Chief Financial
Officer and the Executive Director of Legal Services & Corporation Council. Final
approval is by the City Manager.
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SUBJECT: Financial Highlights as at June 30, 2020
TO:

Audit Committee

FROM:

Finance Department

Report Number: F-33-20
Wards Affected: not applicable
File Numbers: 440-01
Date to Committee: September 16, 2020
Date to Council: September 28, 2020

Recommendation:
Receive and file finance department report F-33-20 providing financial highlights as at
June 30, 2020.

PURPOSE:
The purpose of the report is to assist Audit Committee in reviewing the quarterly
performance of the City of Burlington.

Background and Discussion:
The Audit Committee terms of reference indicate that the Audit Committee will review
and recommend for approval the annual audited consolidated financial statements and
will review quarterly financial performance. To assist Audit Committee with its
responsibility report F-33-20 presents some key financial highlights for the quarter
ended June 30, 2020. During this unprecedented situation with the Covid 19 pandemic,
that has included closure of City facilities and cancellation of programs, monitoring of
financial performance will be of concern to committee.
On an annual basis the Consolidated Financial Statements of the City of Burlington are
presented to the Audit Committee for their recommendation to Council to approve the
statements. The City’s financial statements are prepared in accordance with Canadian
public sector accounting standards for local government. These standards do not
always correspond with the way the City records and reports on its daily operations
which can make approval of the statements more difficult. This report will present
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financial results from an operational perspective for the period ended June 30, 2020.
Typically, in this quarterly report we also include balances from the City’s financial
statements for the period ended December 31, 2019. Due to the closure of City
facilities because of the Covid 19 pandemic, the external audit of the statements could
not be completed in April. The audit was completed in August and the financial
statements are also presented in this committee meeting.
Statement of Financial Position
The statement of financial position is the City’s balance sheet. It presents information
on the assets, liabilities and accumulated surplus of the City.
Assets
Key components of the asset section are cash, short term investments and long-term
investments. These categories together reflect the City’s investment strategy given
current market conditions. Funds are allocated amongst them to maximize investment
income, retain an appropriate level of liquidity and respond to economic forces that
influence the investment environment while maintaining a portfolio compliant with the
City’s investment policy. Committee will note a decline in the City’s cash and
investment holdings as compared to June 2019 as a result of the pressures presented
by the Covid 19 pandemic. The following chart compares the balances of these
categories as at December 31, 2019, June 30, 2019 and June 30,2020:

Cash and Long Term Investment Comparison
350,000
$ 300,000
T
H
O
U
S
A
N
D
S

250,000
208,792

200,000
150,000

191,569
183,168

100,000
109,406

50,000
58,384

93,975

Dec-19-Consolidated

Jun-19-Unconsolidated Jun-20-Unconsolidated

Cash and Short Term

Long Term
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Another key component of the statement of financial position is taxes receivable. Taxes
represent the key revenue source the City uses to fund its service delivery. Taxes
receivable are recorded when billed. The City issues bills twice a year, one for interim
billing and one for final billing, typically in January and May respectively. These bills
represent four installments which are due in February, April, June and September. In
response to the Covid pandemic and in order to provide some relief to taxpayers, the
final billing was mailed in July and installments have been delayed with the April and
June installments due in August and the September installment due in October. Taxes
receivable due at June 30, 2020 were $235.6 million as compared to $133.8 million
reported at June 30, 2019.
Accounts receivable as at June 30, 2020 of $8.8 million excludes accrued gas tax of
$5.6 million which was received in June. The equivalent accounts receivable balance
as at June 30, 2019 was $13.7 million. As a measure of support for municipalities, the
federal government released the gas tax funding early. Typically, it is received in
installments in July and November.
Liabilities
The balance of accounts payable and accrued liabilities at June 30, 2020 is $12.1
million and is compared to the unconsolidated balance at June 30, 2019 of $11.4
million. The consolidated balance at December 31, 2019 of $32.9 million includes
accruals including certain payroll accruals only recorded at year end.
One of the City’s greatest liabilities is derived from the issuance of long-term debt. The
balance as at December 31, 2019 was $88.8 million. Debt principal payments in 2019
were $14.6 million while new debt approved and issued by December 31, 2019 was
$7.7 million. Debt is used to fund capital expenditures. The new debt issued was
primarily for road works and the concluding phase of the Joseph Brant Museum
Expansion.
Statement of Operations

Revenues
The Statement of Operations provides information on the City’s revenues and
expenses. Although taxation revenue is the largest component of the City’s revenues,
user fees and charges, investment income and funds from senior levels of government
all contribute to enabling the City to deliver services to the community. The following
chart is provided as a reference point and provides information of the various
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components of the City’s revenues based on revenues reported in the consolidated
financial statements as at December 31, 2019:

Revenue by %
Licences and Permits
3%

Other
11%

Fines and Penalties
5%
Investment
3%
Grants
5%

Taxation
58%

User Fees
15%

Taxation

User Fees

Grants

Investment

Fines and Penalties

Licences and Permits

Other

Due to the impacts of Covid 19 and the closure of City facilities and cancellation of
programs, revenues at the end of 2020 are likely to vary from this distribution. The
balances reported in the 2019 Financial Statements are as follows:
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Revenues from
the
Consolidated
Financial
Statements
As at December
31
2019 Actual
$000
Taxation
User fees and charges
Grants
Contributions from developers
Investment income
Sale of land and other capital assets
Penalties and interest on taxes
Donations
Fines and penalties
Rents and concessions
Licenses and permits
Other
Hydro dividends and interest
Contributed tangible capital assets
Burlington Hydro Electric Inc, net increase in
equity
Total Revenues

171,371
42,661
14,516
13,619
10,095
(188)
2,284
670
12,445
6,261
7,362
2,796
4,936
1,079
3,048
292,955

Although a meaningful comparison cannot be made between current operations and the
financial statements due to the adjustments that are made for financial statement
purposes, some revenue items as compared between current year and prior year are
presented for information:

143

Page 6 of Report F-33-20
30-Jun-20

30-Jun-19

334,650

261,263

User fees and charges

8,314

11,253

Grants

5,736

8,316

Investment income

5,285

5,248

480

1,200

1,233

1,809

General Tax Levy

Penalties and interest on taxes
Hydro dividends and interest

It should be noted that tax revenue includes taxes billed but not yet due. The variance
between the years begins to illustrate the impact of the shut down of City services due
to Covid 19. The higher levy reflects the granted deferral of payments to the Region
and School Boards for their portion of the levy. The decline in user fees is because
programming was cancelled and the decline in penalties and interest on taxes is the
result of Council approved waiving of these fees.

Expenses
The City’s operations are reported during the year on a cash basis categorized by
service while the financial statements report expenses on a category basis. Certain
components that are not part of operational reporting such as post employment benefit
expense are added to the expenses reported in the financial statements. The following
chart shows the breakdown of expense attributed to the categories as reported in the
2019 financial statements:
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Planning &
Devlpmnt
3%

% of Expense
General Gov't
13%

Recreation &
Culture
27%

Health Services
0%
Environmental
2%

Protection
21%
Transportation
34%

General Gov't

Protection

Transportation

Environmental

Health Services

Recreation & Culture

Planning & Devlpmnt

The Expense balances as reported in the 2019 financial statements are as follows:
Expenses from the Consolidated Financial
Statements
As at December 31
2019 Actual $000
General Government
Protection to persons and
property
Transportation services
Environmental services
Health services
Recreation and cultural
services
Planning and development
Total Expenses

33,409
51,302
83,871
5,715
354
67,796
7,359
249,806

The adjustments needed to report expenses in the financial statements are extensive
including allocating post-employment benefit expense, interest expense on debt,
depreciation expense and non-capital information captured in capital projects.
Information extracted from the City’s financial system provides a comparison between
2020 and 2019 with the noted adjustments excluded:
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30-Jun-20

30-Jun-19

General Government
Protection to persons and
property

19,800

18,266

20,246

20,349

Transportation services

23,313

24,260

Environmental services

169

138

Health services

153

158

20,263

23,292

3,223

2,804

87,167

89,267

Recreation and cultural services
Planning and development
Total Expenses

In April 2020 in response to the Covid 19 pandemic, the City introduced an expenditure
restraint program. The effects of the program will become more evident as the year
progresses. The decline in recreation services is as the result of the cancellation of
programming.
Other Financial Information

Reserve Funds
Reserve funds are a critical component of a municipality’s long-term financing plan.
They provide:





Stability to the tax rate in the face of variable circumstances
Funding for one-time expenses
The ability to make provisions for the replacement and/or acquisition of
infrastructure and
Flexibility to manage debt levels to protect the municipality’s financial position.

The uncommitted balance of the City’s reserve and reserve funds are presented for the
last five years:
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Reserve and Reserve Fund
Uncommitted Balances as at Dec 31
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Financial Matters:
The impact of the current pandemic on the City’s financial results for 2020 is unknown
at this point. The City continues to monitor and adjust as the situation persists. Among
the actions expected to mitigate the impacts are:






Use of reserve funds as appropriate
Introduction of an expenditure restraint program
Reduction of human resource costs as a result of layoff of part-time employees
and freeze on hiring of contract staff and students.
Delay of capital spending as appropriate
Delay of funding of one-time expenditures approved in the 2020 budget.

Conclusion:
A report of financial highlights is presented for Audit Committee’s information.

Respectfully submitted,

Sandy O’Reilly
Controller and Manager of Financial Services
X 7648
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Report Approval:
All reports are reviewed and/or approved by Department Director, the Chief Financial
Officer and the Executive Director of Legal Services & Corporation Council.
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